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Who am | ?

SECURITY

Riccardo Trombini, B.Sc. FHO in Computer Science

Business

+ Working in IT Security since 2000

+ Study Information Technologies at FH in Rapperswil SG
+ IT Security Analyst, with Compass since 2009

Private

+ In arelationship with ...

Apple follower, always in the first row
iOS Developer

Social Media enthusiast (fb, twitter,
foursqure, instagram ..)

+ + 4+
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An |deal World

SECURITY

Centralized management with a MDM solution, to
«  Enforce security policies
*  Monitor status of devices
* Real-time incident handling

Synchronization INVERNEY bmz DMZX

*  Encrypted channel
»  Strong authentication

Fully Protected Device

e« Access Control

: Device Owner Proxy Server ) .
«  Strong Encryption XY ?e:'::: Device Management
* Vulnerabilities 4 A A A
Mail Server
Fully Aware Users
Secured Connection Secured CO""?“'?“
Strong Authentication Strong Authentication
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Sadly there is no such thing

SECURITY

Centralized management with a MDM solution, to
«  Enforce security policies
*  Monitor status of devices
* Real-time incident handling

Synchronization INTERNET DMZ DMZ X

*  Encrypted channel

»  Strong authentication

Fully Protected Device

e Access Control

i Proxy Server - .
«  Strong Encryption XY gne:t:l: Device Management
* Vulnerabilities A A A
Mail Server
Fully Aware Users
Secured Connection Secured Connection
Strong Authentication Strong Authentication
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What is MDM?

COMPSS
SECURITY

Mobile Device Management

Centralized Management of mobile devices

Mob/i\l'e\lron‘" Absolute

Software

Bl U McAfee
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\
)

Functionality SS

SECURITY

« QOTA ,,Over The Air” enrollment and profile distribution (config)
* Easy synchronisation of Emails, Calendar, Contacts, ...
*  Enforce compliance policy

*  Monitor device status for inventory and compliance
e Device Information (UDID, iOS Version, Modem Version ..)
*  Network Information (Carrier Settings, Data roaming status ..)
»  Compliance & Security (Installed profiles, certificates, passcode status ..)

*  Remote administration like
¢ Remote wipe
* Remote lock
* Passcode reset
* Locate device
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MDM != MDM - iOS Integration

Nativ iOS Apps

to Diersthrogri

Produktivitat

Donnerstag

=
W

Kontakte Kalender

R R Ll Ml A it i’ ]I A R e L E—I=eé

© Compass Security AG www.csnc.ch

SECURITY

Sandbox Client
Eai =

=S UET00KS goud, DUt T Need a uay of two o

o Parker Jones 7:07 AM
Tomorrow's Meeting
Could you send over the docs that | need to
prepare for the customer meeting tomorrow

eSie

+ Richard Maher 5:12 PM
RE: Partner referral
Oh, right, that was the name of the partner
Thanks again, Liz! ----- Original Message-----

1. Barbara Stephens 4:38 PM

Meeting Invite: Weekly Status Report
When: Tue 1/19/10 9:00 AM - 9:30 AM
Where: Conf. Room 4515

+' Tom Smith 4:43 PM
Please review 3
Liz, attached are the comps from the
agency. Please review and send me your
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MDM != MDM - Network Design

SECURITY

NOC (Network Operation Center)

INTERNET 3 PARTY NOC DMz DMZ X

R

Device Owner

Proxy Server Mail Server

2 5 A g
SSL Tunnel SSL Tunnel

End to end Tunnel
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MDM != MDM - Network Design

Direct Access to DMZ

INTERNET DMZ DMZ X

Proxy Server Mail Server
Device Owner
B “

SSL Tunnel
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SECURITY

wothia\iron

Absolute
Software

U McAfee
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SECURITY

Demo #1

Break Passcode Protection
Break File Encryption on iPhone

Compass Security AG Tel +4155214 4160
Werkstrasse 20 Fax +41 55214 41 61
Postfach 2038 team@csnc.ch

CH-8645 Jona www.csnc.ch




iOS Security Controls

Encryption

 Full Disk Encryption
* Since iPhone 3GS
« AES CBC 256 bit
« does only provide one reason: Rapid device wiping
» FDE pretty useless. Kernel transparently decrypts requested files

* Data Protection API
* Introduced with iOS 4
« Additional level of encryption
 File encryption can be tied to the Passcode
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iOS Security Controls

Encryption - Data Protection API SECURITY

File Meta Data Device Key

File Key
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BootRom-Attack

SECU RITY




Summary

Length
Alphanumeric
Special characters
COmpa$$ ... don't!
Usability?

Enforce strong Passcode Policy with MDM!

SECURITY

User Awareness - Always know where your device is !

I THINK I LEFT OUR
TOP SECRET 4G PHONE
PROTOTYPE AT THE
BEER GARDEN.

© Compass Security AG

Dilbert.com DilbertCartoonist@gmail com

ON A POSITIVE NOTE,
IT WORKED GREAT
UNTIL MY FOURTH

STEIN, THEN IT
STARTED MISSPELL—
ING EVERYTHING.

CAN WE AGREE TO
CALL THIS A CLEVER
MARKETING PLOY?

61710 ©2010 Scott Adams, Inc./Dist. by UFS, Inc.

www.csnc.ch
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SECURITY

LiveDemo [Free-WiFi-CertPush-Attack]

Compass Security AG
Werkstrasse 20
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www.csnc.ch



Free-WiFi-Cert-Push-Attack SS

SECURITY

WiFi-MidM...

Choose a Network...

101010100010101010101038244000111010101010101101 i
memuwww&wommmw1 FreeWifi
)101011101010: 10101010010110 -
110101110100 1111010111110

LOlOOOlOlOl[‘)l Ol QO 1 11101101000

110001010101 = 11011010001

20104010010 fotoln 11010091010

11010110100¢ 410101111101

101010100101) 1 0 1 0 1 O 211010001010

7100010101075 111011010001

7010101038 WO 100010101001010

1101 010101001 L26711110110100010101

01010010110114620111110110100010103601

1N1010N1A101A101AN1N110111010111110110100

: Yeah! Free-
Ask to Join Networks WiFi

Known networks will be joined .
automatically. If no known networks are aval |a ble ce
available, you will be asked before joining
a new network.
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Free-WiFi-Cert-Push-Attack

SECURITY

The Problem with the Certificate....

 =a1ll Swisscom 3G

A & Deutsche Bank AG
meine.deutsche-bank.... & -
A -

Cannot Verify Server Identity

Safari can't verify the identity of
“inverted.ch”. Would you like to
continue anyway?

Cancel

Details

Continue
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Free-WiFi-Cert-Push-Attack SS

SECURITY

The Solution ;-)

Wi-Fi

Choose a Network...

FreeWifi

pub

Other...

Ask to Join Networks m

Known networks will be joined
automatically. If no known networks are
available, you will be asked before joining
a new network.




Free-WiFi-Cert-Push-Attack e(, SS

SECURITY

Behavior of the iPhone ...

www.apple.com/library/test/success.html

| > |
=
q ;_.. T-Mobile E 20:24 1 HTTP GET request \\
HotspotLogin ~ Settings "Done” < u
OK N
Credentials - \
Username
L=
Password
Redirect
. \
P O
Hotspot Login-Site §

Hotspot Management




Free-WiFi-Cert-Push-Attack

Cert-Push ...

SS

SECURITY

www.apple.com/library/test/success.html

Extended Key Usage

Critical No
Purpose Client Authentication
Purpose Email Protection

Purpose IPSEC User

Purpose Smartcard Logon

Subject Alternative Name

Critical No

Email Address apple.computer@...

© Compass Security AG

HTTP GET request

v

="

Redirect

a

Mobile Conficuration

www.csnc.ch

i

Attacker Host
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Free-WiFi-Cert-Push-Attack

SECURITY

Make your own Apple Certificate

Posteingang - apple.computer@anonmails.de

Benutze SSL-Verbindung / Language: de , en

A
II Einstellungen | Posteingang
H X
Betreff: Your TC Internet ID request no. 401127285 has been approved

Datum: 31.08.2011 15:51

certificate@tctrustcenter.com '
apple.computer@anonmails.de

Dateien: smime.p7s 2.72 KB

Dear Apple Computer,
You have requested a TC Internet ID with the following data:

Name: - - . .. Apple Computer

Country:. B - .. Switzerland

We confirm your request with the order ID 401127285.

Issuance of the Certificate

LA AR R R A R R R R R R R R R R R R R RS

To issue your certificate you have to generate a respective key pair on the order status webpage.

The required password to access the order status webpage will be provided to you in a separate email.

Order status webpage:
https://www.trustcenter.de/RetailStore/cid/Login.action?loginName=mFZkAcRCvS

After key generation the certificate will be issued and installed in your browser instantly.

Please Note: After you have successfully installed your certificate, we highly
recommend to backup your personal security environment (PSE). Otherwise in case of loss of the private
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Free-WiFi-Cert-Push-Attack

SECURITY

Result...
' @ Zertiﬁkat-mnager i Elm

Ihre Zertifikate | Personen | Server | Zertifizierungsstellen | Andere |

Sie haben Zertifikate dieser Organisationen, die Sie identifizieren:

a

Zertifikatsname Kryptographie-Modul Seriennummer Lauft ab am

] 4 Compass Security AG

Rainer Giedat Software-Sicherheitsmodul 29.08.2012

[Ansehen... ] [ Sichern... ] [I_\IIe sichem...] llmportieren...] [ Léschen... ]

I OK

:
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Free-WiFi-Cert-Push-Attack

MitM with valid Cert

Deutsche Bank

Willkommen zum Mobile Banking
der Deutschen Bank

Filiale (3-stellig)

Konto (7-stellig)

Unterkonto (2-stellig)
00

=
%»

i

PIN (5-stellig)
|

Attacker Host
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Summary
SECURITY

* User Awareness
« Think before accepting configurations

* Be suspicious

*  Apple should improve certificate validation for mobile
configuration

*  Synchronization should be protected with two-way authentication
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Questions ?
SECURITY

AN
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GWSS

SECURITY
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