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Agenda :

SECURITY

» Einfihrung “Direkte versus Indirekte Attacken”

» Was ist ein APT Angriff?

» Welche Schutzkonzepte bieten sich an?

» Braucht Deutschland Cyber Security Spezialisten?
» Wie sieht der Penetration Test NG aus?

» Zusammenfassung
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Agenda
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Direkte Angriffe :

SECURITY
Hacker Attacken auf Web Anwendungen (Internet Facing

@

BLOCKED

PASSED
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Indirekte Angriffe °

SECURITY

Diese umgehen die Perimeter Security

PASSED
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Der USB Stick als Waffe s“’i"
SECURITY
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Stuxnet basierte auf USB Stick S‘E'
SECURITY




Der Stick enthalt ein Trojanisches Pferd S
SECURITY
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Wie macht es Compass in Pentests?
SECURITY

Covert Channels
Lieferung als USB Stick

l/ \i

Angreifer kontrolliert
den PC des Opfers
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Data Exfiltration & Covert Channel ¢
SECURITY

Einfache Exfiltrierung (Home Systeme)

Corporate LAN
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Data Exfiltration & Covert Channel ¢
SECURITY

Exfiltrierung aus Firmen heraus (Proxies)

DMZ Proxy
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Word Virus ¢

SECURITY

Victim
Mailserver

Attacker

Victim

Internet Intranet

Attacker \

Server
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Hardware Bot Clients

SECURITY

plugbot

THE HARDWARE
BOTNET PROJECT
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Hardware Bot Clients
SECURITY

GPRS/UMTS
Covert Channel

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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SECURITY
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Advanced Persistent Threat ¢
SECURITY
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Advanced Persistent Threat ¢
SECURITY

2007 2009 2011 Today

Erstinfektion

(no local
admin)
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Die Macht der Statistik — 48 Tage °

SECURITY

Advisory is
published
v

Patch 54 days

Exploit 6 days

[3] ETHZ Stefan Frei 2009 (Dissertation): We found that exploit
availability consistently exceeds patch availability since 2000
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SECURITY

Die Macht der 48 Tage

Statistisch gesehen sind alle Firmen regelmassig
wahrend 48 Tagen verwundbar und diesen Zustand
nutzen die APT Angreifer aus!

Compass Security AG
www.csnc.de
www.hacking-lab.com




Advanced Persistent Threat ¢
SECURITY

Command & Control Communication

: C&C

POLL

POLL

I POLL

I Command File
Conmands I

© Compass Security AG www.csnc.de Seite 23




Advanced Persistent Threat ¢
SECURITY

Erstinfektion | R4 YR BEYY,

(no local Exploit auf Local
admin) Admin
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Advanced Persistent Threat ¢
SECURITY

Zombie Host

C&C Server

Zombie Host Zombie Host
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Agenda

» Einfihrung “Direkte versus Indirekte Attacken”

» Was ist ein APT Angriff?
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» Braucht Deutschland Cyber Security Spezialisten?
» Wie sieht der Penetration Test NG aus?

» Zusammenfassung
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Advanced Persistent Threat
SECURITY

Reaktion auf APT ? — C&C Traffic Redirection

Zombie Host

Redirect C&C Server

Update Service I
Zombie Host
Anti-APT
Zombie
or C&C Host

Zombie Host

Problems!!! Updates are
Encrypted / Signed
Reverse Engineering required



Schutzkonzepte

SECURITY

Beten und nichts machen. Wird schon
nichts passieren

Versicherung abschliessen. Versicherung
verlangt jedoch Nachweis, dass man
Best Practice umgesetzt hat.
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Schutzkonzepte

SECURITY

Trennung vom Internet der kritischen
Systeme. Will man nicht wirklich, weil
es aktuell so cool und geekig ist.

Monitoring mit IDS/IPS Next Generation

)
<O Fire Eye

»

DAMBALLA
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SECURITY

APT Detection mit Splunk

FireEye basiert auch auf Splunk

Compass Security AG
www.csnc.de
www.hacking-lab.com
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Splunk Installation in Hacking-Lab
SECURITY

splunk >
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Splunk Installation in Hacking-Lab :
SECURITY
}

T,

o)
=

P
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Splunk Screenshot S

SECURITY
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Internet Lookups mit getwatchlist
SECURITY

Malware Domains (DNS Source)
+ Malware Domains http://malwaredomains.com/

+ | getwatchlist http://mirror1.malwaredomains.com/files/domains.txt
relevantFieldName="domain" relevantFieldCol=3 categoryCol=4
referenceCol=5 dateCol=6 isbad=true | outputlookup malwaredomains.csv

Mandiant Sources
+ http://www.joshd.ca/sites/default/files/mandiant-apt1-indicators-list.txt

+ sourcetype=dns_query OR sourcetype=proxy [ | inputlookup mandiant-apt1-
indicators.csv MANDIANT-APT1-DOMAIN | fields + SMANDIANT-APT1-
DOMAIN ]

v,

ZeuS Tracker, Dshield, Spamhaus
+ ZeusS tracker IP list http://www.abuse.ch/zeustracker/
+ DShield recommended block list http://dshield.org/
+ Spamhaus DROP list http://www.spamhaus.org/drop/




Malwaredomains
SECURITY

6 o www.malwaredomains.com) Tpage_id=66 e " Google

DNS-BH - Malware Domain Blocklist

Malware Prevention through Domain Blocking (Black Hole DNS Sinkhole)

Home @ About Latest Updates BEH DNS Files BEH DNS White Paper Donate Email Us Mirrors Spor

BH DNS Files

| Recent Posts Posted on January 1st, 2008 in by dglosser

= Sinkholing, Windows
DNS, Netcat, and BLAT Ihtl:p:,-’,-’mirrnrl.malwarednmains.ccm;’ﬂles;’dcmains.txt - complete domain.txt file I

on a Zero Dollar Budget

. . http: //mirrorl.malwaredomains.com/files/BOOT — complete BOQOT file (MS format
= frames, kelihos, P ! ! b ( )

malrartizina doamaing

| getwatchlist http://mrrorl. mal war edomai ns. coni fil es/ donmai ns. t xt
rel evant Fi el dNanme="domai n" rel evant Fi el dCol =3 cat egor yCol =4

ref erenceCol =5 dat eCol =6 | sbad=true proxyHost =192. 168. 200. 204
proxyPort=3128 | outputl| ookup nal war edomai ns. csv

= Two Updates — 218 New Comments are closed.

Domains

m citadel, drive-by, Krypt,
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Mandiant Source :
SECURITY
= | & www joshd.ca/sites/default/files/mandiant-aptl-indicators-list. bt c ‘=' Google

MANDIANT-APT1-DOMATN, MANDIANT-APTI1-MDS5UM, MANDIANT-APT1-FILENAME , MANDIANT-APT1I-FILESIZE , MANDIAN

r r

*apldaily.com®, *002325a0a67fded0381b5648d7fe%b8e*, *162 .exe*, *10240%* , *@***@A*ARAEEACEALAREAAAARAR
*aolonline.com*, *00dbb9%elc08dbdafb360f3163basa3de*, *1.d11l*, *102912*, *2010Q08BP*
*applesoftupdate.com*, *00f24328b2E82b28bc39960d55603e380%, %] . exe*, *104448* *3DCTEE254-C328-43D7-9
*arrowservice.net® , *¥0115338ellf85dT7aZ222e833712acaae8*, *1. jpeg*®, *104449% , *gkolGpm=*
*attnpower.com®, *0141955ebSb90ce25b50675TCcel51275%, *1 . jpg*, *107582*%, *————————"--""-—————— ———
*aunewsonline.com*, *0149b7bd7218aab4e25T7d28469fddb0d*, *1 . raxr*, *110592*% , *Abrot*

*avvmail .com®, *01lédabeeT744ble656a2ba3107cTa4a29% *204 . exe®, *11264%,  *AFX Tdeas H*
*pbigdepression.net®, *01e0dc079d4e33d8edd050c4900818da*, *2.d11*, *113664%, *bdzkt*

*pigish.net*, *024fd07dbdacc7daZz2Tbede3449cZbba*, *4 . exe® *1220808*% , *c2x]1ZXL=%
*blackberrycluter.com*, *0285bdlfbdd70fd5165260a490564aci*, *a6.exe*  *12507*, *Can not open file o
*blackcake.net*, *02a2dl42faba3be310e7bailebe2739d*, #al.d1ll*, *126976%* , *cmd . exe*

*hluecoate.com®, *02c65973be018£f5d473d701b3e7508b2*, *abe.gif*, *12800%, *C:\Ocean\Project-V52008\E
*hooksonlineclub.com#®, *034374db2d35cf9dae558f54cecBa4d455%, *acrod32 ..exe®, *12801*, *C:\Ocean'\ Projec
*bpyoyo.com*®, *03aeTlebablafZ2dd8TelZeda3ssdf3af*, *AcroRd32 .exe*,  *13068% , *Create cmd =shell failed
*businessconsults.net*,  *0469a242d71b4as55118b8578cBcTT72bbe*, *acrord32 .exe* , *131072* *cEXVpdhi=——*
*pusinessformars.com®, *0496e3blT7cf40c45f485188a368c203a%, *acrord3Zram.exe®, *13312*, *D:\M tools\
*pusketball.com*, *04a7b7dab5ff8bal486df9dbe6a8cT48c*, *a.dat®, #13824+%, #*d: \My Documents‘\Visual 5tu
*canadatvsite.com®,  *04e83832146034f9797d2e8145413daa*, *¥adobearm.exe* , *13825%, *DreateRemoteThrea
*canoedaily.com*, *04f481d6710acsde8dleacacZe00al4l*, *adobere.exe* , *142848*, *dWSzdXBwb3J0*
#chileexe?T.cum*,“DEDIbledE&EbEEcab?dl?aﬂﬁﬂ?ﬂlﬂdg*,*adnbe_sl.exe“,Hl&EEE”,“E:R&qulEclipse_ﬁl.
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ZeuS Tracker ¢

SECURITY

6 @ https://zeustracker.abuse.ch C | | B - Google P

| SZeuS Tracker

Welcome to the ZeuS Tracker

Feus Tracker tracks Feus Command&Control servers (hosts) around the world and provides yvou a domain- and a IP-blocklist. If vou have any ques
please take a look into the EAQ or =end me a email (contact).

Here are some quick statistice about the Zeus crimeware:

Zeus CAC servers tracked: 967

Zeus CaC servers online: 569

Zeus CAC servers with files anline: 41

Zeus FakeURLs tracked: 2

Zeus FakeURLs online: 1

Average Feus hinary Antivirus detection rate: 38.32%

You can find more interesting statistics about the Zeus cnmeware on the Zeus Tracker statistic page.
The map below shows a dot for each Zeus Command&Contral server (ip or domain].

m "F U 17..'! b Man “Gataliite
| getwatchlist http://ww. abuse. ch/ zeustracker/ bl ockl i st. php?
downl oad=i pbl ockl i st proxyHost=192. 168. 200. 204 pr oxyPort =3128 |
out put | ookup zeus. csv

Hvbrid




Malware Samples
SECURITY

Malware Sample Acquisition Cycle

+ Malware.lu hashes -> VirusTotal behavioral infromation -> custom parser,
DNS/ssdeep hashes extraction -> Splunk Source

ﬁ EE Malware lu - Repositor x §_ &
. = C M [ maluare.lu i

Hals
g

malware.lu™

Search Services_ CERT Articles_ Events _Eoodies_ About Us

L register@malware |y
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Open Indicators of Compromise (OpenlOC

OpenlOC

SECURITY

An Open Framework for Sharing Threat Intelligence

Sophisticated Threats Require Sophisticated Indicators

Improvement trough modified samples

+ ssdeep (http://ssdeep.sourceforge.net/) hashes for fuzzy detection of modified
malware samples

+ May be used for automatic generation of OpenlOC indicators
(http://www.openioc.org/)

© Compass Security AG www.csnc.de Seite 42




OpenlOC XML File Format :

SECURITY

6 @ openioc.orgficcs/eadcablc-T2ad-40cc-abhbf-90846fadafec.ioc c " Google P ¥ i

This XML file does not appear to have any style information associated with it. The document tree is shown below.

— <ioc id="ea3cablc-72ad-40cc-abbf-90846fadafec" last-modified="2011-11-04T19:35:05">
<short_description>STUXNET VIRUS (METHODOLOGY )</short_description>

I Generic indicator for the stuxnet virus. I:"hen loaded, stuxnet spawns lsass_exe in a suspended state. The malware then maps in its own
es up the

executable section and XT to point to the newly mapped in section. This is a common task performed by malware
and allows the malware to execute under the pretense of a known and trusted process.
</description>
<keywords>methodology</keywords>
<authored by>Mandiant</authored hyv>
<authored date>0001-01-01T00:00:00</anthored date>
<links/>
— <definition>
— <Indicator operator="0OR." id="73bc8d65-826b-48d2-b4a8-48918e29e323">
— <Indicatorltem 1d="b%ef2559-cc59-4463-81d9-52800545e16e" condition="contains">
<Context document="Fileltem" search="Fileltem/PEInfo/Sections/Section Name" type="mir" />
<Content type="string"> stub</Content>
</Indicatorltem>
—<IndicatorItem id="156bc4b6-alal-4735-bfel-6c8d1f7eae38" condition="contains">

<Context document="F; ¥ ="FileltemFileName" type="mir"/>
<Content type="string frmdmcpq3 PNF4'Content>
</Indicatorltem>
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SECURITY

ittacking ¥ Owarviow Hm agn .
This virw visealkzes ol rogoesien wits o Thesaiscone > 0. H yo0 S8 many from whens you have ususly mo ousiomans of viaBoes you might Biock thism via courdry Diockists on your Fieownl

| Bop 12012 Mar 10,3013 -

chientip * coEnk = \rsatscone & : sty =

N ERINE 2 ] Fussar Fedomonon TFEECel Oy Pl R0

Description
This app allows you to enrich your IF Data with realtime threat information by contacting the Project Honey Pot database
via DNS-Blacklist requests.
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SECURITY

Voraussetzungen fur diese
Analysen sind ‘gute’ Logfiles

Compass Security AG
www.csnc.de
www.hacking-lab.com
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Forensic Readiness

Correlation across tier (Simplified illustration)

FW

SECURITY

Data &
Service
Tier

FW FW FW

] ] ]

[} [} [}

[} [} [}

[} [} [}

[} [} [}

I . I Presentation I Business

Entry Tier —p . ———P -

: ry : Tier : Tier

[} [} [}

[} [} [}

[} [} [}

[} [} [}

. access.log: access.log:
Korrelation - Time - Time
key ™ _|p Address - IP Address
-llser Id -llserld
- Request Id - Request Id
Log specific MW LR “ LR
infos . :
referer.log: business.log: business.log:
- Time - Time - Time
- I[P Address - |P Adresse - I[P Address
- User Id - User Id - User Id
- Request Id - Request Id - Request-id
- Referer URL - Use Case Id - Transaction
- Parameters - Parameters
- Transactionstate

business.log:
- Time

- IP Address
- User Id

- Reguest-ld

- Transaction
- Parameters
- Transactionstate
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Splunk Installation in Hacking-Lab
SECURITY

Attachments

Sandbox
report(s)

Lookup Database

e T
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Live Analysis G‘M&é

Cuckoo Sandboxing Analysis

Do | want to analyze PDF exploits?

Do | want to analyze Office exploits?

Do | want to analyze PHP and Perl
Do | want to analyze browsers’ exploits?
What else do | want to analyze?

Do | want it to communicate with the outside?
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Agenda

SECURITY

» Einfihrung “Direkte versus Indirekte Attacken”
» Was ist ein APT Angriff?

» Welche Schutzkonzepte bieten sich an?

» Braucht Deutschland Cyber Security Spezialisten?
» Wie sieht der Penetration Test NG aus?

» Zusammenfassung
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Bedrohungs Pyramide c‘b ’ ‘SBEC!USRW%@

Most dangerous threats

Probability of damage
for high-value
targets relativly high.

S994N0SSaJ
uo| }SaAU|

Most frequent threats

Huge security market available

ajewolny




( Cyber Security ,

Challenge .



= ..cug.dc

Cyber Security
Challenge

Cerppts

Challenge Konferenz Sponsoring Download-Gereich Galene Archiv

® April 22, 2015
Flr die gute Seite entschieden — Hackingtalent hilft
Unternehmen, sicherer zu werden

Bei der vergangenen Cyber Security Challenge Germany nahmen rund 800
Machwaichshacker an der Qualifikationsphase teil, ins Finale nach Berlin
schafften es schiielilch zehn Schidlerinnen und zehn Studierende, Einer
von Thnen ist der 13-Jahrige Robert Kugler aus Welzhelm bel Stuttzart,
achiler an sinem technischen Gymnasium, Mit seéinem leam belegteerin
Berlin den zweiten Platz und musste sich lediglich einem Studenten-Team
geschlagen geben,

In den vergangenen Jahren hat sich...

Welter zum kompletten Beltrag

G].&pnl 0. 2013

Hacking-Talente konnen sich erneut beweisen -
Online-Challenges der CSCG starten ab Mai
¥ Bald ist es wisder soweit: Die besten Nachwuchs-Hacker Deutschlands
'_. I|I kiinnen sich ganz legal an das Aufspiiren von Schwachstellen machen und
» in owdlf schwlerigen Challenges ihr Kdnnen unter Beweis stellen, Ab Mai
‘ o beginnen die Online-Qualifikationen fir die kommende Cyber Security




ass Security Deutschiand GmbH

Cyber Security Challenge: Partner

= Kooperationspartner

if (1S

Internet-sicherheit,

SECURITY

= Forderer

i‘ IT-Sicherheit

IN DERWIRTSCHAFT

TeleTrusT

Pioneers in IT security.

Heise Zeitschriften Verlag

Gefordert durch:

* Bundesministerium
fur Wirtschaft
und Energie

aufgrund eines Beschlusses
des Deutschen Bundestages




Agenda :

SECURITY

» Einfihrung “Direkte versus Indirekte Attacken”

» Was ist ein APT Angriff?
» Welche Schutzkonzepte bieten sich an?

» Braucht Deutschland Cyber Security Spezialisten?

> Wie sieht der Penetration Test NG aus?

» Zusammenfassung
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Wie mussen Penetration Tester ¢
SECURITY

» Testing von APT ohne “Schadware”

» Unabhangig von Metasploit und allfalliger
Viren Erkennung

» Unterstutzung vieler verschieder Covert
Channels

© Compass Security AG www.csnc.de Seite 55




B Malware Builder v, 0.0.1 BETA

Compass APT Testing Framework

SECURITY

©

Remove
AF

e
H & 5
Swe Open Add

Preview

© Compass Security AG

& IHU(I -I
Enable

Anti-Debug Arti-VM

Q BuIdCa'ﬁauMnlﬂ.ebme -I Graph Layout Algorthm  Process Name
— -‘-s

4

www.csnc.de

Il

=3 rr———r

commanddispatcher

(nedon

dropboxstreamer configmanager

o~

httpnetworkstreamer
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Compass APT Testing Framework

Step Up Funktion
+ Non-Admin zu Admin Erhéhung

C&C Server

+ Mit oder ohne Verschlisselung

Malware Client
+ Anti Reverse Engineering
+ Anti VM (Vmware, VirtualBox)
+ Code Obfuscation

Covert Channel
+ HTTP Tunnel
+ ICA Tunnel (Citrix)
+ DNS Tunnel

© Compass Security AG www.csnc.de

SECURITY

Seite 57




Agenda :

SECURITY

» Einfihrung “Direkte versus Indirekte Attacken”

» Was ist ein APT Angriff?

» Welche Schutzkonzepte bieten sich an?

» Braucht Deutschland Cyber Security Spezialisten?

> Wie sieht der Penetration Test NG aus?

» Zusammenfassung
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Zusammenfassung :
SECURITY

> Wir befinden uns aktuell in einem Cyber Wettristen

»  Wir konnen uns nicht 100% schitzen

» APT Detection Framework bieten den nachsten Schutzlevel an

» Funktionieren diese auch wie geplant?

» Compass Security bleibt fur Sie am Ball (Angewandte Forschung)
> Wir unterstitzen Sie bei professionellen Security Tests

> Wir entwickeln unsere Tests laufend weiter

»  Wir freuen uns nun auf das kiihle Bier!
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