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May | introduce myself? S
SECURITY

Stephan Sekula
+ With Compass since August 2013

+ Career: Studied Computer Science, worked in research, now gathering
practical experience

+ Expertise
+ Web Application Security
+ Mobile Security

+ Social Engineering basics
(from Psychology minor)

Hobbies
+ Cooking & baking
+ Bicycling
+ Climbing
+ IT-Security
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Introduction to SAML — Components

Client/User

+ Wants to authenticate (i.e., assert a particular identity)

Service Provider (SP)
+ Provides a certain service the client wants to use
+ Trusts certain Identity Providers (and their Assertions)
+ SP ascertains a user’s identity based on IdP’s Assertion

|dentity Provider (IdP)
+ Checks the clients’ identity
+ Issues SAML Assertions (“proof of identity”)
+ Communicates these Assertions to the Service Provider

© Compass Security Deutschland GmbH www.csnc.de

S

SECURITY




. Agenda g
SECURITY

4+ Introduction to SAML
+
4+ Protocol Details

+ SAML Attacks
+ Demo Exploit
4+ Remediation

© Compass Security Deutschland GmbH www.csnc.de Slide 6
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Use-Case — |G B2B BrokerGate S
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Use-Case — SWITCHaai S

SV/ITCH

.

University

Hospita

Webmail @iy €learning

Student

Admin Libré';i;/ Where are
you from?

Research DB

eJournals

aai: Authentication and Authorization Infrastructure

© Compass Security Deutschland GmbH www.csnc.de Slide 9




Use-Case — SWITCHaai S
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' .P.H.Sl'i' 60 L

S PHTG it H i
igas . Lo # Home Organizations o ®
EMI :
- PSI®  4ie USZ oo ynisce e
- ETHZ® ©UZH gppipad FHSG® ®PHSG 50 *
e e | ZHOK® ®Huz e ®
PHZH® & SWITCH -
WsL®
HFTM® ] NTB® 40 ....‘.'
UniNE® gy s ypisE e
EHE® ®PHEern  HSLUS ®UniLU o®
Inselspital® ®SHSF ZHBL® ©PHLU @pysz .
HEP-PHFR® & HES.50 - Hni{i:':.;lcr:-amnc 30 '.
® Swiss edu-D ™ -
®EPFL
UNIL® @CHOV 20 L
FFHS® J :
. | Fernuni® |nterfEderat|0n
Cﬁ‘.} :E;ai&éfélate Institute HEPVS® il 1 0 '_- [ ]
®|DIAP ® 5UPS| enabIEd e
8|
Interfederation
enabled 0 - I T

2004 2006 2008 2010 2012 2014

© Compass Security Deutschland GmbH www.csnc.de Slide 10




Use-Case — SWITCHaai _ S
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On average:
50 SAML authentication requests per second
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SAML - Protocol Details

SECURITY

!
SAML Profiles are a combination of

SAML Assertions, Protocols, and
Bindings for particular use cases,
e.g., "Web Browser SSO Profile”

Bindings specify how the various
messages are carried over
underlying transport protocols, e.g.,
HTTP redirect or POST

SAML defines a number of Protocol
messages, e.g.,

“authentication request”, “artifact
resolution”, and “single logout”

Assertions An IdP uses Assertions to convey a
Authentication, attribute, and subject’s identity (including the used
: entitlement information authentication method) to an SP
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Web Browser SSO Profile (Redirect/POST) _ S
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SP-Initiated SSO with Redirect and POST Bindings

Service Provider Identity Provider
sp.example.com idp.example.org
Resource
A Assertion Single
clf]ces[;(s Consumer Sign-On
e Service Service
Access Redirect with GET using Chafllenge
resource | <AuthnRequest> <AuthnRequest> | or
: . credentials
| Signed '
Supply POST signed <Response> User
< > 5 "
resource Response in HTML form |09In

o o
\ 4 I

\
( User or UA action )
Browser —A
[\ User or UA action / )
Source: http://docs.oasis—open.org/security/sam|/Post2.0/ssthview—2.0.pdf SSO-SP-redir-POST
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Web Browser SSO Profile (artifact) | g
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SP-Initiated SSO with POST/Artifact Bindings

Service Provider Identity Provider
sp.example.com idp.example.org
<Artifact Artifact
Resource Resolve> & 00 Rgsoll:ltlon
SOAP ervice
P g
A : Assertion <Artifact Single
%Ceis' Consumer Response> Sign-On
cenec Service (SOAP) Service
Access Redirect with GET Challenge
resource | <AuthnRequest> <AifhnRequests | for
: credentials
‘ i i User
Suppl GET SAMLart Redirect with ;
resc?uprge SAMLart login

0 | e

(Userar UAGton ) /

Browser = _ -
. User or UA action / )
Source: http://docs.oasis—open.org/security/sam|/Post2.0/ssthview—2.0.pdf SSO-SP-POST-art
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SAML Assertion

@AML Assertion AuthnStatement
Version Authlnstant

Assertionl|D
Issuelnstant

4 2 ;
Issuer Subject

IdP Entityld NamelD

Conditions

NotBefore
NotAfter

AuthnContext
AuthnContextClassRef

Attribute

Attribute

Attribute

Digital Signature

uuuuu
gy | | cl e
uuuuuu




XML Signature S

SECURITY

Assertion Signing:

Assertion

Signature Verification:
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SAML Attacks SS
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Technologies
+ SAML
+ XML Signatures
+ X.509 Certificates

Al

:\\
|




SAML Attacks — SAML g
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Guessable Session ID
+ Attacker is able to logout other users

Eavesdropped SAML Message
+ Attacker captures SAML message
+ Attacker replays captured message
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SAML Attacks — XML g
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Signature Exclusion
+ XML signature is deleted

XML Signature Wrapping (XSW)
+ Manipulating XML contents while keeping the signature valid
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SAML Attacks — Signature Wrapping S
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Mreiviip Wbetesaige (XSW)
Root
Assertion id=23
saml:Subject
Signature
SignedInfo

Reference URI=23
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SAML Attacks — Certificate Tampering S
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Precondition: Certificate is embedded in the message

Types of attacks:

+ “Clone” a certificate,
generate new key material,
sign message

DLN:
EXPIRES; 09/18/2004

508 E 3RD STREET APT 8
BLOOMINGTON, IN 4740
PATE OF BIRTH TRANSA( N NO.
09/18/1979

HEIGHT WEIGHT HAIR EYES

03)‘141‘2002
SEX _DONOR_

B»7°>/DUP  OPERATOR DRIVER LICENSE

e
4 DLN:
EXPIRES: 09/18/2004 -

MR. B
508 E 3RD STREET APT 8
BLOOMINGTON IN 47401

TH TRANSACTION NO. ISSUE
09/1 8/1979 03/1 4/2002

+ Same as above, but “clone”
entire chain

— The Sunshine State  —

G544-061-73-925-0
DONALD BEAN
“>F 2110 BLUE RIDGE DR
' TAMPA BAY, FL.30042-0006

BIRTHDATE SEX HGT. REST.
17-04-73 M 5-80

+ Use a certificate signed by
another official CA

DATE OF BIRTH TRAN NNO. ISSUE
09/18/1979 03/14/2002
uuuuuuuuuuuuuuuuuuuuuuuuuuu
507 123 BRO BLU '

RESTRICTIONS ~ ENDORSEMENTS SSN

4+ Use a revoked certificate
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Demo Exploit S

SECURITY

CVE-2015-5372 SAML SP Authentication Bypass
+ Discovered in June 2015 by Compass Security

4+ Preconditions:

+ SAML POST Binding is used

4+ SP does not validate all attributes contained in X.509
certificate

+ SP uses certificate contained in the SAML message (not
the one in its certificate store)
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Demo Exploit

CVE-2015-5372 SAML SP Authentication Bypass

TR R R R R R
#

# COMPASS SECURITY ADVISORY

# http://www.csnc.ch/en/downloads/advisories.html

#

TR R A R R R R
#

# Product: [CUT BY COMPASS]

# Vendor: [CUT BY COMPASS]

# CVD ID: CVE-2015-5372

# Subject: Authentication Bypass

# Risk:  Critical

# Effect:. Remotely exploitable

# Authors: Antoine Neuenschwander (antoine.neuens

# Roland Bischofberger (roland.bischofbe
# Date:  2015-09-21
#

HHHHHHH AR H A R

HEHHHHH R

HEHHHHH R

chwander () csnc ch)
rger () csnc ch)

HHHH I

SS

SECURITY



Demo Exploit S

SECURITY

Steps
1. Intercept Assertion

2. Extract certificate
3. "“Clone"” certificate; generate new keys
4. Manipulate Assertion, e.g., change username
5. Remove original signature; sign manipulated Assertion using
the “cloned” certificate
Problem

+ Complicated workflow
+ Assertion is often only valid for some minutes
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Demo Exploit S
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Solution
+ SAMLRaider extension for burp

+ Developed as part of a Bachelor thesis (in cooperation
with Compass Security)

+ https://github.com/SAMLRaider/SAMLRaider

Working with your organization just got easier Take the tour
New customizable member privileges, fine-grained team permissions, and improved security

Pull requests Issues Gist A +- L~

SAML Raider

SAML2 Burp Extension

Repositories i People 2 Teams 1 {} Settings
Filters =
— People 25
é mindfuckup
SAMLRaider Java %26 12 \fxed, CT'ENUEI Duss
SAML2 Burp Extension

Updated 3 days ago . RouLee

Invite someone
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Demo Exploit

Burp Suite Free Edition v1.6.25 [

Burp Intruder Repeater Window Help

[Target T By T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Camparer T Extender T Options Tnler‘ts T SAML Raider Certificates ]

jllnt»;'r{;':-pL T HTTP history TwebSockets history T Options ]

lEJ Requestto hitp://samluslsp.hacking-lab.com:80 [192.168.200.158]

l Forward J [ Drop J [._lntg_r"c__ep’f_'i'g_:q_n' ] [ Action J | Comment this item L+
[ Raw T Params T Headers | Hex | SAML Raider ]
HSW Attacks
7| | xswi |v] l Preview in Browser... J [ Reset Message J Assertion
= Condition Not Before 2015-09-01T10:22:23Z7
Apply XSW_| Condition Not After 2015-09-01T10:27:537
Issuer http: //samluelidp.hacking-lab. com
Signature
MML Signature f Signature Algorithm http: /fwww. w3 orgf2000/09/xm|dsig#rsa-shal
= ( !'_J l Remove Signatures J l {Re-)Sign Assertion J Digest Algorithm hittp: ffwww. w3, orgf2000/09/xmldsig#shal
Subject
Send Certificate to e, Subject Conf. Not Before
[ SAML Raider Certs J |_(Re-ISign Message ; -
Subject Conf. Not After  2015-09-01T10:27:53Z

SECURITY

Search

(¥ BN PN T )

~

10
11

<FxmlL version="1.0" encoding="LUTF-8"7>
<samlp:Response
Destination="http://samluelsp.hacking-Llab.com/simpl
ID="_aa7db06379cdcfadefecasdacdaoanl7os2zaa62f 0"
Issuelnstant="2015-09-01T10:22:532" Version="2.0"
xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assertion"
<saml:Issuer=http://samluelidp.hacking- Lab.com=/sam
<samlp:Status=
<gsamlp:StatusCode Value="urn:oasis:names:tec:SAML:
</samlp:Status=
<saml:Assertion ID=" cfodSc7bdlbfhSefo8l6e86c056c44)

pass SAML x |4

(-. & samluelsp.hacking-lab.com/simplesaml/auth.php?login

Compass SAML

You are currently authenticated. Log out.

You are just another user

v{j@
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Remediation _ %
SECURITY

+ Use artifact binding (no contents stored on client)

+ If POST Binding is required:
+ Use encrypted messages
+ Only process signed XML tree (delete other contents)
+ Use key material on the SP or IdP (not embedded keys)

+ Add a random number to every signed element that has
been verified successfully

+ This number needs to be checked in following steps
+ This requires a modified XML schema
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Open discussion S
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Thank you! S
SECURITY

Thank you for
your attention!




Contact S
SECURITY

Compass Security Deutschland GmbH

Tauentzienstr. 18
10789 Berlin
Germany

team@csnc.de | www.csnc.de | +49 30 21 00 253-0

iR Secure File Exchange: www.filebox-solution.com

PGP-Fingerprint:

41CcC Q087A BFS&Y B3I2F 7FDRC SFC3 CC38 79545 DACD BI1EE
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