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Introduction: Components

S

SECURITY

Client / User
Entity that wants to assert a
particular identity

Identity Provider (IdP)

» Checks the identity of Service Providers (SP)
subjects » Provides services to

* Issues SAML assertions subjects

* Provides the result to » Trusts the identification
SPs from the IdP based on

the assertions it receives

© Compass Security Schweiz AG WWW.compass-security.com Slide 5



SECURITY

USE-CASES
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Use-Case: IG B2B BrokerGate
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Use-Case: IG B2B BrokerGate
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Use-Case: SWITCHaai
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Use-Case: SWITCHaai
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SAML - The Overall Picture

Profiles
Combinations of assertions, protocols,
and bindings to support a defined use case

Bindings
Mappings of SAML protocols
onto standard messaging and

communication protocols

Protocols
Requests and responses for
obtaining assertions and doing
identity management

Assertions

Authentication, attribute, and
entitlement information

© Compass Security Schweiz AG

SAML profiles define h'ow the SAML
assertions, protocols, and bindings are
combined and constrained to provide
greater interoperability in particular usage
scenarios, e.g. Web Browser SSO Profile

Bindings specify how the various
messages can be carried over underlying
transport protocols, e.g. HTTP redirect or
POST

SAML defines a number of protocol
messages, €e.g.

authentication request, artifact resolution
or single logout

With an Assertion a IdP confirms to a
SP the identity of an subject including the
used authentication method

www.com pass-security.com
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Web Browser SSO Profile

A
SP-Initiated SSO with Redirect and POST Bindings

Service Provider Identity Provider
sp.example.com idp.example.org
Resource

Assertion Single
A(;]ce&‘l,(s Consumer Sign-On
2 Service Service
i /

o

Access | Redirect with / GETusing | Challenge
! <AuthnRequest> | or
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Web Browser SSO Profile (Artifact)

SP-Initiated SSO with POST/Artifact Bindings

Service Provider Identity Provider
sp.example.com idp.example.org
<Artifact —_—
Resource Resolve> 1+ % Resolution
(SOAP) 0 Service
A Assertion <Artifact Single
cr:]cesks Consumer | 4 — Response> Sign-On
y Service (SOAP) Service
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ccess " GET for
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resolurce q . <AuthlnReque5t> credentials
| : e User
Suppl GET SAMLart Redirect with :
pply SAMLart IOgln

resource

°

o
I /

Browser

(\ User or UA action / ]

( Use?\o\UA/aétlon ) /

S o

SSO-SP-POST-art

SECURITY



Security Assertion
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e ) ) AuthnContextClassRef
Subject k
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Attribute
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. . /| Attribute
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XML Signature

SECURITY

Assertion
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SAML ATTACKS
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SAML Attacks SS®
SECURITY

Technologies
+ SAML
+ XML Signatures
+ X.509 Certificates




Security is hard

about

geocreepy

S

SECURITY

HOME ARCHIVES CATEGORIES TAGS ATOM

The road to hell is paved with SAML
Assertions

sted on TET 27 AnpiAlog 2016 in bounty

TLDR

Avulnerability in Microsoft Office 365 SAML Service Provider implementation allowed for cross domain
authentication bypass affecting all federated domains. An attacker exploiting this vulnerability could
gain unrestricted access to a victim's Office 365 account, including access to their email, files stored in
OneDrive etc.

This vulnerability was jointly discovered by Klemen Bratec from Sola prihodnosti Maribor, and loannis
Kakavas from Greek Research and Technology Network and this blog post is cross-posted here and on
Klemen's blog.

Microsoft fixed the vulnerability within 7 hours of our report and handled the disclosure process
admirably.
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SAML Attacks - SAML

S
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+ Log out other users due to a guessable IDs

+ Replay an eavesdropped SAML Message
+ Google for Messages, Stack Overflow
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SAML Attacks - XML

S

SECURITY
+ Signature Exclusion (simply delete Signature)

+ XML Signature Wrapping

+ Paper «On Breaking SAML: Be Whoever You Want to
Be», 2012

%&
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SAML Attacks - XML

+ Normal Message

Root

Assertion

© Compass Security Schweiz AG

saml:Subject

Signature

SignedInfo

®

SECURITY

Reference

—URI

www.com pass-security.com
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SAML Attacks - XML

+ Manipulated Message (XSW)

Root

Assertion —(idzevil)

saml:Subject

© Compass Security Schweiz AG

Assertion —(id=23)

saml:Subject

Signature

SignedInfo

Reference

—(URI=23)

www.com pass-security.com

SECURITY
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SAML Attacks — Certificate Tampering S
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Precondition: Certificate is embedded in the message

T
A
<./ DUP  OPERATOR DRIVER LICENSE
n
DLN:
EXPIRES: 09/18/2004

+ «clone» a certificate, generate new
2 key material

MR. BEAN ;
508 E 3RD STREET APT 8
BLOOMINGTON, IN 47401

DATE OF BIRTH TRANSACTION NO. ISSUE
09/18/1979 03/14/2002

= The Sunshine State w——

LICENSE NUMBER
G544-061-73-925-0
% DONALD BEAN '
2110 BLUE RIDGE DR
' TAMPA BAY, FL.30042-0006

+ Use a certificate signed by
other official CA

BIRTHDATE SEX HGT. REST.  ENDORSE
17-04-73 M 5-80

4+ Use a revoked certificate
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Demo Exploit

SS
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Found in June 2015 by Compass Security

using SAML POST-Binding

not matching all attributes
of the X.509 certificate
embedded

in the assertion against the
certificate from the
identity provider (IdP)
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Nmap Security

Sl:]:nner "m Full Disclosure mailing list archives
s Intro D =
s Ref Guide

* Install Guide By Date By Thread Sear
* Download
+ Changel } . .
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» Docs o o
From: Antomne Neuenschwander <Antoine Neuenschwander () csnc ch=
Security Lists Dare: Mon. 21 Sep 2015 12:02:27 +0000
* Nmap Announce
s Nmap Dev RS
» Bugtraq #
= # COMPASS SECURITY ADVISORY
= Full Disclosure # http://wwi.csnc.ch/en/downloads/advisories. html
e Pen Test %
* Basics
+ More

#

# Product:

. # Vendor:

Security Tools “ CuD 1D

. Pa;sword audit # Subject:  Authentication Bypass

* Smiffers # Risk: Critical

* Vuln scanners # Effect: Remotely exploitable

+ Web scanners # Authors:  Antoine r:JeuenschL-Jander {antcin-.f_-.neuenschwander () csnc ch)
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Demo Exploit

SAML

OPERATOR DRIVER LICENSE

DLN:
EXPIRES: 09/18/2004

MR. BEAN

508 E 3RD STREET APT 8
BLOOMINGTON, IN 47401

DATE OF BIRTH TRANSACTION NO. ISSUE
09/18/1979 03/14/2002
HEIGHT WEIGHT HAIR EYES SEX DONOR
507 123 BRO BLU M '
Zurmcnmu ENDORSEMENTS SSN

O e N DIAN A
DUP  OPERATOR pmv'uc:rcsz SAM L
A DLN:
EXPIRES: 09/18/2004
MR. BEAN
508 E 3RD STREET APT 8
BLOOMINGTON. IN 47401
DATE OF BIRTH TRANSACTION NO. ISSUE
09/18/1979 03/14/2002
HEIGHT WEIGHT HAIR EYES SEX DONOR
507 123 BRO BLU M '
RESTRICTIONS ~ ENDORSEMENTS SSN
A \

(T ERE
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SAMLRaider
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SAMLRaider Extension for Burp

Burp Suite Free Edition v1.6.25 o

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options Tnlerts T SAML Raider Certificates ]

_[ Intercept T HTTP history T WebSockets history T Options ]

EJ Request to http:/fsamluelsp.hacking-lab.com:80 [192.168.200.158]

l Forward J l Drop J [- Interceptis on | l Action J Comment this item

Raw ParamsTHeaders Hex SAMLRaider]

HSW Attacks

EJ [XSWl |v] l Preview in Browser... J l Reset Message J Assertion
S Condition Not Before 2015-09-01T10:22:23Z
_Applyxsw | Condition Not After 2015-09-01T10:27:53Z
Issuer http://samluelidp.hacking-lab.com
Signature
XML Signature 1 Signature Algorithm http:/f/www.w3.0rg/2000/09/xmldsig#rsa-shal
EJ l |'] l T e J l {Re-)Sign Assertion J zig:.stﬁ::lgorithm http: ffwww.w3.org/2000/09/xmldsig#shal
ubjec

Send Certificate to — Subject Conf. Not Before
SAML Raider Certs | | (ReSign Message |

Subject Conf. Not After  2015-09-01T10:27:53Z
search | | Encrypted with

<?xml version="1.0" encoding="UTF-8"7=>

<samlp:Response
Destination="http://samluelsp.hacking-lab.com/simplesaml/module.php/saml/sp/saml2- acs.php/default-sp"
ID="_aa7db06379cdcfad6fecaedas9ds89a0l7952288621 0"
Issuelnstant="2015-09-01T10:22:53Z" Version="2.0"
xmlns:saml="urn:oasls:names:tc:SAML:2.0:assertion" xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"=
=saml:Issuer=http://samluelidp.hacking-lab.com=/saml:Issuer=
<=samlp:Status=

9 <samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success" />

10 =/samlp:Status=

11  =saml:Assertion ID=" cf0dSc7bdlbfbSefo6l6e86c056c44a60cebb786a2"

https://github.com/SAMLRaider/SAMLRaider

U oB Wk

o

[+ I
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Demo Exploit
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BUACK{CAT;
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SAML Attacks - Mitigation

S

SECURITY

+ Configuration:
+ Use artifact binding (no content on client)
+ If POST-binding is necessary:
+ Use encrypted messages

+ Implementation:
+ Only process signed XML tree (delete other content)
+ Use key material on the SP or IdP and not embedded keys
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Questions?
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Credits and Links:
Emanuel Duss, Bachelor Thesis and SAMLRaider

Bachelor Thesis
https://eprints.hsr.ch/464/

SAMLRaider on Github:
https://github.com/SAMLRaider/SAMLRaider
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